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NUMBERS MATTER: DEFENSE ACQUISITION, U.S. PRODUCTION CAPACITY, AND DETERRING CHINA

INTRODUCTION

In conflict, the ability to sustain the demands of combat over

the long haul separates the victorious from the vanquished. To
triumph, a nation requires ample weapons and stores and the
capacity quickly to produce more. If that capacity and capability are
uncertain, its deterrence abilities are weak. Aggression becomes
appealing to its enemies.

What is the current state of production capacity across America’s
industrial base, compared to adversaries such as the People's
Republic of China, which the U.S. military calls our principal pacing

threat? The conflict in Ukraine has illuminated inadequate numbers

€xacerbated) Overall, U.S. military systems are too old and few. Its
magazine stocks are too low.

The United States will need a magnitude more of the weapons
systems and production capacity to deter war in the Pacific and
prevail if necessary. China’s leaders will only be deterred if they
know the United States can sustain protracted conflict for months
to come: destroying the People’s Liberation Army’s ships and

satellites; devastating their naval, air, and missile formations; and
choking off their pivotal supply chains.

Historically, American industry has risen to the task. For nearly

a half-century, the U.S. military had access to an enormous and
diverse domestic industrial base. Even when supplies ran low at the
onset of the Korean War, a heavily industrialized America was able
to ramp up within months to generate torrents of weapons that
held off vastly larger Chinese forces for the next three years.

Today, however, U.S. domestic production capacity is a shriveled

shadow of its former self. Crlicial categories of industry forU:s)

Under the current U.S. government approach, industry cannot
meet production demands to support allies under fire and deter
war in the Pacific. Using case studies of munitions and shipbuilding
production, this paper delineates the current state of affairs in the
defense industrial base and provides pathways to mitigate, if not
end, this strategic vulnerability.
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THE NEW VECTOR FOR STRATEGIC COMPETITION:

THE DEFENSE INDUSTRIAL BASE

Many American national security scholars have focused on the high-
tech innovation competition between the United States and China.
This focus, however, risks losing sight of the defense industrial
base—the thousands of companies of all sizes, types, and product
lines—that turn those innovations into real-world weapons systems
and platforms that win wars. Certainly, the contest for technological
supremacy is crucial. But so is the contest for industrial production,
relegated by some to be a 20th-century “legacy” function, at least
until recently. New technologies need to be integrated with multiple
existing weapons platforms and munitions to be effective. And they
require materials, components, and microelectronics the United
States is hard-pressed to acquire without ample foreign-supplied
€ontent, including materials and components from unreliable and
unfriendly sources.

After elevating the innovation competition as the preeminent
military challenge, many defense analysts move next to the
readiness of the combat force: the number of aircraft prepared
to fly, ships to sail, and infantry to deploy. Yet they also need to
consider the readiness of the defense industrial base to mobilize
production: how much and how quickly. U.S. leaders must

thoroughly assess the capacity of the U.S. industrial enterprise, as
compared to China, to produce the weapons and equipment most
critical to an Indo-Pacific conflict.

The results will be sobering, if not alarming. In the last five years,
Chinese firms have joined the ranks of the largest global defense
companies at an accelerated pace.® The country’s expanding exports
of high-end systems—ranging from armed unmanned aerial vehicles
to precision-guided munitions, submarines, and frigates—testify to
China’s arrival on the global arms stage.?

feliance on the Chinese industrial base) Data from Govini's Ark.ai,
the software system for defense acquisition, shows that between
2005 and 2020, the level of Chinese suppliers in the U.S. supply
chains quadrupled (Figure 1). In categories such as electronics,
industrial equipment, and transportation, China’s expansion is even

more pronounced. BEiWEEA20141aRd 2022 UiSIdependencecn

CHINESE SUPPLIERS IN U.S. SUPPLY CHAINS, 2005-2023
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U.S. companies at the bottom of the supply chain pyramid often are foundational to U.S. military advantage. During a May 2023
source these parts from China in open market transactions. As a visit to a Lockheed Martin missile factory in Alabama, President
result, many essential components in sensitive U.S. military systems  Joe Biden told employees that each Javelin anti-tank weapon
now come from China. Countless major weapons platforms are produced there includes more than 200 semiconductors. Analysis
vulnerable (Figure 3). from Ark.ai has found that more than 40% of the semiconductors

that sustain DoD weapons systems and infrastructure depend on

Dependence on China for microelectronics, including Chinese suppliers (Figure 4). Chinese semiconductor suppliers are

semiconductors, packaging, and more, is particularly acute. inextricably linked to vital DoD weapons supply chains, such as the

Embedded in nearly every U.S. weapons system, semiconductors B-2 Bomber and Patriot air-defense missile (Figure 5).

CHINESE SEMICONDUCTORS IN CRITICAL MILITARY PLATFORMS, 2023
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WEAPONS SYSTEM IMPACTS, 2023
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NUMBERS MATTER: DEFENSE ACQUISITION, U.S. PRODUCTION CAPACITY, AND DETERRING CHINA

THE PATH TO INDUSTRIAL FRAGILITY

How did we get into this predicament? When the Soviet Union
collapsed and U.S. military spending shrank, America’s defense
companies adjusted by merging and through adopting lean
production and other— That approach
constituted the formula to remain in business. It did not deliver any
savings in weapons costs, but instead resulted in a spike of spiraling
per unit price increases. Moreover, with the decline in orders and
the new business model, weapons stockpiles dwindled along with
the production capacity to regenerate.®

As early as 2008, the Center for Strategic and Budgetary
Assessments found that the migration toward “a low-volume.
tailored-requirement production model” is incompatible with “an
industrial surge capability that could turn out large numbers of
(Veapensiandsystems Shotldtheeedarise? The costs for defense

firms to maintain excess production capacity have since increased,
making it uneconomical under the current governmental acquisition
system. Neither Congress nor the Defense Department has been
willing to pay companies to maintain such capacity. GotRIDraneHes
of government embraced ‘just-in-time” inventory practices.

Indeed, the U.S. government penalizes companies that might do
otherwise. The Department of Defense generally pays only for
contractor costs closely tied to the product numbers budgeted for

the current program. (SHEaNSINCICONECHNESIICICHOOMIO

Military manufacturing cannot quickly be turned on and off at will.
Once DoD orders decline, defense manufacturers necessarily close
production lines or reduce them to veritable runts. These companies
have few alternatives besides the United States and several other
advanced allies to shop their defense-unique wares.

pyramid of tens of thousands of mid-to-small businesses. When

the first tier curtails throughput, orders to smaller suppliers dry up.
Some businesses may entirely close. In fact, many have left the
defense industry over the last several decades-deciding to employ
their limited time, talent, and capital in the larger and more lucrative

commercial sector. Estimates indicate that the'number of small'to

|
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NUMBERS MATTER: DEFENSE ACQUISITION, U.S. PRODUCTION CAPACITY, AND DETERRING CHINA

CASE STUDY: MUNITIONS EXPENDITURES

America’s struggles to scale munitions production after the Russian
invasion of Ukraine starkly illustrate the brittleness of the U.S.
industrial base. The Ukrainian military had a requirement to fire
approximately 500 Javelin anti-tank missiles against Russian forces

every day. In the first three months of the war, the United States

In addition, the Ukrainians have been shooting 6,000 to 7,000
field artillery rounds per day, and the Russians 40,000 to 50,000.

artillery rounds averaged 14,000 to 15,000 per month. With
Congressional funding for additional production runs, the Defense
Department expects monthly output to rise to 80,000, but not until
2025. In response to Ukrainian needs, the Army is also doubling
the production of High Mobility Artillery Rocket System (HIMAR)
rockets being expended.®

In the Pacific theater, ground-war capabilities like Javelins, artillery
shells, and HIMAR rounds are not the prime weapons the United
States will need to counter China. The distances to surmount are
exponentially longer. The munitions the United States will require
are of extended range: Long Range Anti-Ship Missiles (LRASMs),
Joint Air-to-Surface Standoff Missiles (JASSMS), Naval Strike

Missiles (NSMs), Tomahawk cruise missiles, and Harpoon anti-ship

missiles. Ramping up the manufacture of these more complex.

The precise number of these longer-range munitions in U.S. military
inventories is classified but known to be grossly inadequate relative
to the China threat. After running two dozen wargame simulations,

he Center for Strategic and International Studies concluded that

t

7 Despite these shortfalls,

the Fiscal Year 2023 defense procurement appropriation added

These long-range weapons are also vulnerable to the same supply
chain challenges that plague the broader American industrial base.
Adversarial influence is endemic to their production. Chinese
companies are embedded in the supply chains of subcontractors
to defense primes across system components such as electronics,
software, fuses and detonators, and data links. Tracing these
connections reveals an adversarial presence in critical long-range
systems (Figure 6).

CHINESE SUPPLIERS IN U.S. AIR-LAUNCHED ARMAMENT SUPPLY CHAINS, 2023

System Prime Contractor
Lockheed Martin Co.
JASSM _ Northrop Grumman Co.
JIDAM — Boeing Co.
~ Kaman Co.

LRASM

Tomahawk
" Leonardo Sp.A
Raytheon

Figure 6

Subcontractor by Component Category

;épulsion
SO —

Chinese Supplier Count
6 CN Suppliers

305 CN Suppliers
13 CN Suppliers

72 CN Suppliers
3 CN Suppliers

7 CN Suppliers
150 CN Suppliers

Data Links

Electronics

2 CN Suppliers

17 CN Suppliers
189 CN Suppliers
74 CN Suppliers
8 CN Suppliers

1 CN Supplier

11 CN Suppliers

25 CN Suppliers
187 CN Suppliers
4 CN Suppliers
97 CN Suppliers
57 CN Suppliers
233 CN Suppliers
126 CN Suppliers
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CASE STUDY: SHIPBUILDING & NAVAL READINESS

In any conflict scenario, China will vie with the United States

for air, sea, and space superiority. The attrition of platforms and
expenditure of munitions will be intense on both sides. China’s
strategy is to cripple U.S. military nodes: naval and air facilities in
Guam, Hawaii, and Japan, plus deployed aircraft carriers, destroyers,
and cruisers. With current gaps in the industrial base that produces
Navy ships, the United States will be hard-pressed to sustain
operations in the theater.

While China’s larger fleet concentrates in the
Indian and Pacific oceans, our smaller one is dispersed around the
globe with numerous responsibilities and missions, including, most
recently, the deployment of two full Carrier Strike Groups to deter
Iranian threats to Israel during its Gaza operations. Additionally,

: aircraft carriers
and small deck amphibs, destroyers and frigates, and missile and
attack submarines (Figure 7).

Aside from these five Navy-specific yards, two other facilities build

new major vessels important to U.S. security: Austal in Alabama
constructs Coast Guard Heritage Class Cutters and NASSCO
General Dynamics in California builds naval support ships: supply,
tanker, logistics, prepositioning, sealift, and medical. Under current
shifts, all seven of the yards operate near full capacity. Former

Then there is the question of each nation’s overall shipbuilding base
that can be mobilized in a conflict.

With current Navy plans and budgets, —

GWRISXPERE® The United States government has been unwilling
to fund the new shipyards. Nor has it yet considered the benefits
of incentivizing experienced allied shipbuilders; for example, South
Korea, Japan, and Italy could open yards in the United States,
bringing their latest techniques and technology in the process.

U.S. SHIPYARDS CURRENTLY PRODUCING NEW WARSHIPS, 2023

VENDOR SHIPYARD WARSHIP
INGALLS DDG51 AEGIS LHA LARGE DECK LP%;’}'}L%’ESQ“O
UNTINGTON SHIPBUILDING DESTROYERS AMPHIBS ASSAULT SIS
INGALLS
INDUSTRIES
NEWPORT NEWS FORD-CLASS COC{LF:AGEMQ‘EASS
SHIPBUILDING AIRCRAFT CARRIERS SUBMARINES
GENERAL
DYNAMICS VIRGINIA & COLUMBIA
CLASS SUBMARINES
GENERAL ELECTRIC BOAT
DYNAMICS
CORP.
BATH IRON DDG51 AEGIS
WORKS DESTROYERS
FINCANTIERI MARINE MARINETTE CONSTELLATION
GROUP MARINE CLASS FRIGATES

Figure 7
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CONCLUSION & RECOMMENDATIONS

funitions were low! The U.S. national defense requirement for
such systems is an order of magnitude greater. It is vital now for

the Department of Defense and federal government more broadly
to address these challenges and leverage the resources at their
disposal. Based on the data surrounding production capacity, supply
chain resilience, and DoD spending, our recommendations are to:

1. Ramp up the purchases of critical arms and platforms. i@

_ It is imperative that the United States starts

ordering the equipment in the quantities needed to counter China.
This requires the U.S. government to quintuple the purchases of
mid-to-long-range conventional precision strike capabilities: the
JAASM, LRASM, NSM, Advanced HARM, Tomahawk, and Harpoon.
That will move U.S. stockpiles from around 800 to 3,200 missiles
ordered per year.

- In tandem, we should double the annual funding for
surface warships and submarines. More long-range conventional
strike munitions require additional air and sea platforms from which
to fire.

2. Incentivize partnerships that facilitate innovation and cost-
reduction in major platforms. Let the DoD offer members of

the new crop of small- and mid-sized businesses disrupting the
aerospace and defense sector the opportunity to produce the mid-
to-extended range missiles we need, provided that they, as SpaceX
did for space launch, can make them cheaper and faster. Hundreds
of these companies have emerged with breathtaking abilities but
limited access and familiarity with the ponderous defense budget
process. New partnerships will bring innovation, per-unit cost-
reduction, and competition to an overly consolidated sector.

3. Give every DoD acquisition manager artificial intelligence-
enabled software platforms to run defense programs.
Commercially available capabilities that offer immediate access to
valuable external datasets are an essential part of operations for
viable commercial manufacturing companies. Why DoD wouldn’t
adopt similar, existing technology should baffle the mind of the
taxpayer and warfighter alike. Purpose-built defense acquisition
software capabilities allow DoD program managers and acquisition
professionals to understand complex supply chain networks,
uncover potential obstacles and solutions, and determine the most
rapid production paths and opportunities to field new technologies
rapidly.

4. Form a $10 billion fund to acquire critical components required
for extended conventional strike, shipbuilding, and advanced jets.
Stockpile sub-assemblies and parts, scarce materials, and machine
tools as we did during the Cold War. The military services should
inventory DoD boneyards to identify what systems could be rapidly
reconfigured for combat use with some advanced preparation. Note
that China is a prolific stockpiler of what it needs that is made in

the United States. Chifaiscouirs theworldiand blys many Vears
worth of such items (advanced node semiconductors are the most
flotoriols example). We would be shrewd to employ the same
strategy where our weapons production supply chain has Chinese
dependencies. If we cannot reshore or friend-shore a supply chain
from China immediately, then should we build hedges now to
reduce our vulnerabilities in case of a trade interruption or war.

5. Create a Defense Intelligence Agency open-source office to
detail China’s entire domestic defense industrial base. A similar
effort occurred when the U.S. faced the U.S.S.R. It is vital for us to
know the specifics of the Chinese economic Order Of Battle. We
should understand the supply chains, factories, logistics centers, and
the people who run each node and their networks.

military calls “fires” and the ships and aircraft to deliver them. Then,

the United States can dampen the temptations and thwart the
global ambitions of our adversaries and would-be enemies.
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